
18/04/14 11:39 AM                                             

1 
 

Proyectos 2014 

Contenido 

1. Seguridad y Big Data ........................................................................................................................................................ 1 
2. Seguridad en IPv6 ............................................................................................................................................................. 2 
3. Seguridad Física ................................................................................................................................................................ 2 
4. Seguridad en la nube (Cloud Computing) ......................................................................................................................... 3 
5. Ethical Hacking ................................................................................................................................................................ 4 
6. Gestión de Incidentes ........................................................................................................................................................ 4 
7. Manejo del riesgo ............................................................................................................................................................. 5 
8. Plan de contingencia ......................................................................................................................................................... 5 
9. Computer Forensics .......................................................................................................................................................... 6 
10. Auditoría de Sistemas ................................................................................................................................................... 7 
11. Seguridad en bases de datos – plataformas comerciales Ms SQL y Oracle.................................................................. 8 

12. Seguridad en bases de datos - plataformas abiertas MySQL postgreSQL .................................................................... 9 

13. Firewalls ....................................................................................................................................................................... 9 
14. Sistemas de Detección/prevención de Intrusos en la Red ........................................................................................... 10 

15. VPNs Virtual Private Networks ................................................................................................................................. 10 
16. Seguridad en redes inalámbricas: Wireless-LANs ..................................................................................................... 11 

17. Negación de Servicio: Denial of Service .................................................................................................................... 12 
18. Virus y antivirus ......................................................................................................................................................... 12 
19. Seguridad en Virtualización ....................................................................................................................................... 13 
20. Seguridad en dispositivos móviles y celulares ........................................................................................................... 14 

21. Biometrics .................................................................................................................................................................. 15 
22. Seguridad en E-business ............................................................................................................................................. 15 
23. BYOD: Bring your own device .................................................................................................................................. 16 

 
 
 

1. Seguridad y Big Data 
Categoría: Security Management 
Fuentes de información:  

Big data, el siguiente paso en la analítica de datos http://searchdatacenter.techtarget.com/es/cronica/Big-data-el-
siguiente-paso-en-la-analitica-de-
datos?asrc=EM_EDA_26950539&utm_medium=EM&utm_source=EDA&utm_campaign=20140305_Big%20data,%20la%2
0evoluci%f3n%20de%20la%20anal%edtica%20de%20datos_ 

Top 10 big data Security and Privacy Challenges   
http://www.isaca.org/Groups/Professional-English/big-data/GroupDocuments/Big_Data_Top_Ten_v1.pdf 

Trust me: Big data is a huge security risk  
http://www.javaworld.com/article/2099506/open-source-tools/trust-me-big-data-is-a-huge-security-risk.html 

The big data security analytics era is here  
http://www.emc.com/collateral/analyst-reports/security-analytics-esg-ar.pdf  

How to tackle big data from a security point of view 
 http://www.computerweekly.com/feature/How-to-tackle-big-data-from-a-security-point-of-view 

Buying Guide: Big Data Apps for Security  
http://www.esecurityplanet.com/network-security/buying-guide-big-data-apps-for-security.html 

Big Data Analytics for Security Intelligence  
https://downloads.cloudsecurityalliance.org/initiatives/bdwg/Big_Data_Analytics_for_Security_Intelligence.pdf 
How Big Data is changing the security analytics landscape  
http://www.techrepublic.com/blog/big-data-analytics/how-big-data-is-changing-the-security-analytics-landscape/#. 
Big security for big data https://ssl.www8.hp.com/ww/en/secure/pdf/4aa4-4051enw.pdf 
Challenges and Opportunities with Big Data  

http://www.purdue.edu/discoverypark/cyber/assets/pdfs/BigDataWhitePaper.pdf 
Big Data Security Challenges http://www.forbes.com/sites/emc/2014/02/03/big-data-security-challenges/ 
Security and governance key concerns as big data becomes mainstream  http://www.v3.co.uk/v3-

uk/news/2332428/security-and-governance-key-concerns-as-big-data-becomes-mainstream 
Big Data security, privacy concerns remain unanswered http://www.csoonline.com/article/2134203/mobile-

security/big-data-security--privacy-concerns-remain-unanswered.html 
Big Data: Bigger Security Risks? http://www.datacenterjournal.com/it/big-data-bigger-security-risks/ 
Big Data Ecosystem Reference Architecture http://bigdatawg.nist.gov/_uploadfiles/M0015_v1_1596737703.docx 
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Security Considerations with Big Data  
http://www.dummies.com/how-to/content/security-considerations-with-big-data.html 

Securing bigdata http://enterprise.bcs.org/_gfx/securing-big-data.pdf 
Isaca Offers 8 Steps For Wrangling Big Data  http://xchange-

community.com/communities/midmarket_it/midmarket_blogs/business_intelligence_analytics_big_data/8_steps_for_wranglin
g_big_data 

 
 

2. Seguridad en IPv6 
Categoría: platform Security 
Fuentes de información:  

¿Qué es IPv6? http://www.ipv6.es/es-ES/introduccion/Paginas/QueesIPv6.aspx 
http://www.ipv6.es/es-ES/Faqs/Paginas/tecnicas.aspx 
IPV6 para todos http://www.isoc.org.ar/ediciones/ipv6ParaTodos.pdf 
Biggest risks in IPv6 security today http://www.networkworld.com/news/tech/2013/110413-ipv6-security-275583.html 
Security Features in IPv6 https://www.sans.org/reading-room/whitepapers/protocols/security-features-ipv6-380 
4 IPv6 Security Fallacies http://www.networkcomputing.com/ipv6/4-ipv6-security-fallacies/240159771 
Why IPv6 Matters for Your Security  

http://www.sophos.com/en-us/security-news-trends/security-trends/why-switch-to-ipv6.aspx 
IPv6 Security Overview: a Small View of the Future  

http://resources.infosecinstitute.com/ipv6-security-overview-a-small-view-of-the-future/ 
IPv6 First-Hop Security Concerns http://www.cisco.com/web/about/security/intelligence/ipv6_first_hop.html 
IPv6 Security - An Overview https://labs.ripe.net/Members/johannes_weber/ipv6-security-an-overview 
IPv6 Security http://www.labs.lacnic.net/site/sites/default/files/13-ipv6-security-lacnic.pdf 
A 5’ Intro to IPv6 Security http://www.labs.lacnic.net/site/sites/default/files/ipv6-security-first-lightning-00.pdf 
Address IPv6 security before your time runs out http://searchsecurity.techtarget.com/feature/Address-IPv6-security-

before-your-time-runs-out 
IPv6 tutorial: Understanding IPv6 security issues, threats, defenses  
http://searchsecurity.techtarget.com/tutorial/IPv6-tutorial-Understanding-IPv6-security-issues-threats-defenses 
IPv6 security issues: Fixing implementation problems  

http://searchtelecom.techtarget.com/tip/IPv6-security-issues-Fixing-implementation-problems 
Implicaciones de seguridad en la implantación de IPv6 

http://cert.inteco.es/extfrontinteco/img/File/intecocert/EstudiosInformes/cert_inf_seguridad_implantacion_ipv6.pdf 
IPv6 Security Overview: a Small View of the Future  

http://resources.infosecinstitute.com/ipv6-security-overview-a-small-view-of-the-future/ 
 

 
 

3. Seguridad Física 
Categoría: Physical Security 
Fuentes de información:  

Seguridad Fisica COMO  http://es.tldp.org/Manuales-LuCAS/doc-como-seguridad-fisica/COMO-seguridad-
fisica.pdf 
Auditoría de la Seguridad Física 
http://www.google.com.uy/url?sa=t&source=web&cd=1&ved=0CBEQFjAA&url=http%3A%2F%2Fwww.ganimides
.ucm.cl%2Fygomez%2Fdescargas%2FAuditoria%2520y%2520seguridad%2FAuditoriadelaSeguridadFisica.ppt&ei=
PuKiTZvmFcSftgfL09CCAw&usg=AFQjCNHRRkmFBWNuZ20278BmNPomcRh_oQ 
Seguridad Física http://www.segu-info.com.ar/fisica/seguridadfisica.htm 
Seguridad Física en Centros de Cómputo http://es.scribd.com/doc/4555611/Instalacion-de-Centros-de-Computo 
Commonly used terms: PSIM | COP | Command & Control | SCADA 
http://www.fortem.com/index.php?page=central-command-what-s-this 
Physical Security Information Management http://www.csoonline.com/article/622321/physical-security-information-
management-psim-the-basics 
http://www.csoonline.com/article/622321/physical-security-information-management-psim-the-basics?page=2 
http://www.csoonline.com/article/622321/physical-security-information-management-psim-the-basics?page=3 
http://www.csoonline.com/article/622321/physical-security-information-management-psim-the-basics?page=4 
Physical Security Information Management http://content.mkt51.net/lp/38626/260031/PSIMWhitePaper_Imperial.pdf 
Physical Security Information Management (PSIM): 7 Companies http://ipvm.com/products/PSIM 
Cómo debe ser la seguridad física de los Centros de Procesos de Datos (CPD,s)  
http://www.belt.es/expertos/HOME2_experto.asp?id=2393 
 Physical Security at Microsoft 
http://www.google.com.uy/url?sa=t&source=web&cd=7&ved=0CEwQFjAG&url=http%3A%2F%2Fdownload.micr
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osoft.com%2Fdownload%2F5%2Ff%2Fe%2F5fec361d-fef5-447e-acc3-
1963880b4c2f%2FPhysicalSecurityTWP.doc&ei=mumiTZCRC_Cx0QG66Z2ZBQ&usg=AFQjCNE7ZRLYvy1BKE5o
a_IwrJq5Sc-O_A 
Physical Security http://ac-support.europe.umuc.edu/~cbunch/ifsm-430/ppt/chap09.ppt 
The Four Layers of Data Center Physical Security for a Comprehensive and Integrated Approach 
http://www.anixter.com/content/dam/Anixter/White%20Papers/12F0010X00-Four-Layers-Data-Center-Security-WP-
EN-US.pdf 
 
 

4. Seguridad en la nube (Cloud Computing) 
Categoría: Platform Security 
Fuentes de información:  

Cloud Computing http://www.desarrolloweb.com/de_interes/cloud-computing-ibm-2486.html 
Guía para la seguridad Cloud Computing http://www.desarrolloweb.com/de_interes/guia-seguridad-cloud-
computing-3208.html 
Guía para empresas: seguridad y privacidad del cloud computing 
Las amenazas de seguridad en la nube (cloud computing) http://www.maestrosdelweb.com/editorial/amenazas-
seguridad-en-la-nube-cloud-computing/ 
How IT Is Driving Business Innovation with Private Cloud 
http://www.fincloudinstitute.org/yahoo_site_admin/assets/docs/rapidemergencofprivatecloud.30784216.pdf 
Five Steps to Effective Cloud Planning 
http://www.google.com.uy/url?sa=t&rct=j&q=five%20steps%20to%20effective%20cloud%20planning%20&source
=web&cd=1&cad=rja&ved=0CCgQFjAA&url=http%3A%2F%2Fwww.frox.com%2Fdownload.php%3Ffile_id%3D
217%26download%3Dtrue&ei=1M8_UdqvA5C70AGA1IHQCg&usg=AFQjCNFwsM47NzjOBjbaYU_0PA1mKlHAL
A&bvm=bv.43287494,d.eWU 
Seven Steps to Effective Public Cloud Serviceshttp://www.crn.com/blogs-op-ed/channel-voices/240147059/cloud-
connection-seven-steps-to-effective-public-cloud-services.htm 
Seguridad en entornos 'Cloud': Evolución sí, revolución no http://www.itcio.es/cloud-
computing/analisis/1005069022902/seguridad-entornos-cloud-evolucion-revolucion-no.1.html 
Seguridad en Cloud Computing http://www.slideshare.net/seguinfo/seguridad-en-cloud-computing-seguinfo 
http://www.securityartwork.es/2010/09/10/seguridad-en-cloud-computing/ 
La inseguridad en el Cloud Computing, ¿mito o realidad? http://elguardian.euskadigital.net/noticias/34-
historicas/1659-la-inseguridad-en-el-cloud-computing-imito-o-realidad.html 
Guía para la seguridad en áreas críticas de atención en Cloud Computing  
https://www.ismsforum.es/img/a25/na235_GUIA_CSA_PARA_LA_SEGURIDAD_EN_AREAS_CRITICAS_DE_ATEN
CION_EN_CLOUD_COMPUTING_V2.pdf 
Riesgos y amenazas en Cloud Computing 
http://cert.inteco.es/extfrontinteco/img/File/intecocert/EstudiosInformes/cert_inf_riesgos_y_amenazas_en_cloud_co
mputing.pdf 
Above the Clouds: A Berkeley View of Cloud Computing  
http://www.eecs.berkeley.edu/Pubs/TechRpts/2009/EECS-2009-28.pdf 
Cloud Computing Security Considerations  
http://pages.uoregon.edu/joe/cloud-computing-security/cloud-computing-security.ppt 
SaaS, PaaS, and IaaS: A security checklist for cloud models  
http://www.csoonline.com/article/660065/saas-paas-and-iaas-a-security-checklist-for-cloud-models 
Clear Metrics for Cloud Security? Yes, Seriously 
 http://www.csoonline.com/article/507823/clear-metrics-for-cloud-security-yes-seriously 
Hybrid cloud computing security: Real life tales 
 http://www.csoonline.com/article/667364/hybrid-cloud-computing-security-real-life-tales?page=1 
Guía de Seguridad de Cloud Computing https://www.ismsforum.es/ficheros/descargas/guia-csa1354629608.pdf 
Use cases for self-managed cloud data security in the enterprise http://searchcloudsecurity.techtarget.com/tip/Use-

cases-for-self-managed-cloud-data-security-in-the-
enterprise?asrc=EM_NLS_26947514&utm_medium=EM&utm_source=NLS&utm_campaign=20140305_Bruce%20Schneier
%20on%20analyzing%20the%20Snowden/NSA%20documents_sshea&track=NL-1820&ad=892225 

Mitigar las TI en las sombras requiere más que solo herramientas de seguridad 
http://searchdatacenter.techtarget.com/es/cronica/Mitigar-las-TI-en-las-sombras-requiere-mas-que-solo-herramientas-de-
seguridad?asrc=EM_EDA_26950541&utm_medium=EM&utm_source=EDA&utm_campaign=20140305_Big%20data,%20l
a%20evoluci%f3n%20de%20la%20anal%edtica%20de%20datos_ 

Best practices for cloud computing adoption  
http://www.ithound.com/download/practices-cloud-computing-adoption-20768 

2014: the state of the modern cloud http://www.ithound.com/download/2014-modern-cloud-20766 
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Understanding the risks and returns of enterprise cloud computing http://www.ithound.com/download/understanding-
risks-returns-enterprise-cloud-computing-19999 

 
 

 
5. Ethical Hacking  
Categoría: Security Management 
Fuentes de información:  

Ethical Hacking and Risk Assessment  
ftp://ftp.eng.auburn.edu/pub/avk0002/BE%20Data/PAPERS/Ethical%20hacking/detail%20hack.pdf 
http://www.cio.com/article/490730/The_Legal_Risks_of_Ethical_Hacking 
Information Security and Ethical Hacking 3.1 (Window)  
http://software.techrepublic.com.com/abstract.aspx?tag=tr-left%3Btrwp-find&docid=739421&promo=100511 
Ethical Hacking: Teaching Students to Hack  

http://whitepapers.techrepublic.com.com/abstract.aspx?kw=ethical+hacking&docid=178127 
Ethical Hacking Techniques  

http://whitepapers.techrepublic.com.com/abstract.aspx?kw=ethical+hacking&docid=31818 
Hacking the hacker: How a consultant shut down a malicious user 
 http://downloads.techrepublic.com.com/abstract.aspx?kw=ethical+hacking&docid=265616 
Ethical hacking –students guide http://hackbbs.org/article/book/ethical%20hacking,%20student%20guide.pdf 
Security, Trust and Risk Why Ethical Hacking?  

http://www.encription.co.uk/downloads/Why-Ethical-Hacking-1.0.5.pdf 
ETHICAL HACKING MODULO I -MÉTODOS AVANZADOS DE HACKING Y PROTECCIÓN 

 http://www.cert.uy/archivos/ISEC_PRESENTACION_AGESIC_2009_MARTIN_VILA_JULIO_BALDERRAMA.pdf 
 Red Teaming: The Art of Ethical Hacking 

 http://www.sans.org/reading_room/whitepapers/auditing/red-teaming-art-ethical-hacking_1272 
 Ethical hacking: Test de intrusión. Principales metodologías  

http://www.monografias.com/trabajos71/ethical-hacking-test-intrusion-metodologias/ethical-hacking-test-intrusion-
metodologias.shtml 
 Introduction to Ethical Hacking and Network Defense  

http://castle.eiu.edu/a_illia/MIS4600EH/notes/MIS4600Notes1-2.pdf 
 The codes of Ethical Hacking http://www.uat.edu/academics/The_Codes_of_Ethical_Hacking.aspx 
 19 Extensions to Turn Google Chrome into Penetration Testing tool http://resources.infosecinstitute.com/19-
extensions-to-turn-google-chrome-into-penetration-testing-tool/ 
 Hands-On Ethical Hacking and Network Defense 
http://books.google.com.uy/books?id=MWsKAAAAQBAJ&pg=PA18&lpg=PA18&dq=Ethical+Hacking+in+a+Nutshell&sou
rce=bl&ots=U6kuMI81uX&sig=vOpoMrPnLxgwKHheA4dwFyMm2fE&hl=es&sa=X&ei=2CJRU_DEEcG_0AGbvIGQDg&
ved=0CFsQ6AEwBg#v=onepage&q=Ethical%20Hacking%20in%20a%20Nutshell&f=false 
 
 
 

6. Gestión de Incidentes 
Categoría: Security Management 
Fuentes de información:  

Gestión de incidentes como parte de ITIL http://es.wikipedia.org/wiki/Gesti%C3%B3n_de_incidentes 
ITIL Service Support and The Business of Change http://www.taoslab.com/news/newsletter_Oct_2006_04.htm 
Data Tells No Tales-Improving Incident Management with IT Analytics  
http://www.webbuyersguide.com/Resource/ResourceDetails.aspx?id=13454&sitename=webbuyersguide&kc=contm
od&src=contmod 
IDC White Paper: Operationalizing the Service Lifecycle-HP Approach 
http://www.webbuyersguide.com/Resource/ResourceDetails.aspx?id=13464&src=hpITserviceq1cm 
Information Security Incident Management http://www.ethicspoint.com/pdfs/EP_Information_Security_IM.pdf 
GESTIÓN Y TRATAMIENTO DE INCIDENTES DE SEGURIDAD DE LA INFORMACIÓN 
http://www.arcert.gov.ar/ncursos/material/Gestion_de_Incidentes_parte1_vf.pdf 
CSIRT Management http://www.mekabay.com/infosecmgmt/csirtm.pdf 
Incident Management Capability Metrics http://www.cert.org/archive/pdf/07tr008.pdf 
The Real Secrets of Incident Management http://www.cert.org/podcast/show/20070403killcrece.html 
Handbook for Computer Security Incident Response Teams (CSIRTs) 
http://www.cert.org/archive/pdf/csirt-handbook.pdf 
State of the Practice of Computer Security Incident Response Teams (CSIRTs) 
http://www.cert.org/archive/pdf/03tr001.pdf 

 BEST-PRACTICE RECOMMENDATIONS: IT INCIDENT MANAGEMENT 
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 http://www.sun.com/emrkt/sunspectrum/Incd.Mgmt_Wht_ppr_5.22.pdf 
 Incident Management http://www.contingenz.com/Incident%20Mgt%20Overview.pdf 
 Computer Security Incident Handling Guide http://csrc.nist.gov/publications/nistpubs/800-61-rev1/SP800-61rev1.pdf 
 http://www.computerweekly.com/guides/Next-Generation-Firewalls-Learning-Guide 
http://docs.media.bitpipe.com/io_11x/io_115661/item_894499/Critical%20Incident%20Response%20Maturity.pdf 
 ISO/IEC 27035:2011 Information technology — Security techniques — Information security incident management 
  http://www.iso27001security.com/html/27035.html 
 COMPUTER SECURITY INCIDENT HANDLING  

http://csrc.nist.gov/publications/nistpubs/800-12/800-12-html/chapter12.html 
 
 
 

7. Manejo del riesgo 
Categoría: Security Management 
Fuentes de información:  

 What is Security Risk Analysis? http://www.eon-commerce.com/riskanalysis/whatis.htm 
 Introduction to Risk Analysis http://www.security-risk-analysis.com/ 

 Introduction to Security Risk Analysis http://www.security-risk-analysis.com/ 
 Security Risk Analysis Made Easy http://www.securitypolicy.co.uk/securitymanagement/ 

 The Benefits of Security Risk Analysis http://www.eon-commerce.com/riskanalysis/benefits.htm 
Intelligence-Based Threat Assessments for Information Networks and Infrastructures (Risk Management) 

http://www.aracnet.com/~kea/Papers/threat_white_paper.shtml 
Internet Security Policy- A technical guide (Risk Profiling): http://www.rxn.com/services/faq/internet/ISPTG-3.html 
Departmental Business Impact Analysis/Risk Assessment for Information Assets 
 http://security.vt.edu/playitsafe/riskanalysis/RA-Dept01-Inst.doc 
Risk Management Guide for Information Technology Systems  
http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf 
Guía de Administración de riesgos http://www.microsoft.com/downloads/details.aspx?FamilyID=c782b6d3-28c5-

4dda-a168-3e4422645459&displaylang=en 
 Investing in Security—Do Not Rely on FUD  
http://www.isaca.org/Content/ContentGroups/Member_Content/Journal1/20033/Investing_in_Securityandmdash;Do_Not_Rel
y_on_FUD.htm 
 Risk Assessment Tools: A Primer  

http://www.isaca.org/Content/ContentGroups/Member_Content/Journal1/20033/Risk_Assessment_Tools_A_Primer.htm 
 List of Risk Management Products http://www.timberlinetechnologies.com/products/riskmgt.html 

Norma ISO 27005: Gestión del riesgo  
http://www.xperimentos.com/2008/10/20/publicada-la-norma-iso-27005-gestion-del-riesgo/ 
http://www.iso27001security.com/html/27005.html 
Return on security investment: The risky business of probability  
http://searchsecurity.techtarget.com/opinion/Return-on-security-investment-The-risky-business-of-

probability?asrc=EM_ERU_27013550&utm_medium=EM&utm_source=ERU&utm_campaign=20140310_ERU%20Transmi
ssion%20for%2003/10/2014%20(UserUniverse:%20708240)_myka-reports@techtarget.com&src=5219256 

The risk based security management myth http://www.ithound.com/download/risk-security-management-myth-15282 
COMPUTER SECURITY RISK MANAGEMENT  

http://csrc.nist.gov/publications/nistpubs/800-12/800-12-html/chapter7.html 
 
 
 

8. Plan de contingencia 
Categoría: Security Management 
Fuentes de información:  

Qué es? Para qué? Cómo es? 
Selecting the "Right" Business Continuity Planning Recovery Strategy  

http://www.avalution.com/PDF/How_to_Deploy_BS_25999_second_edition.pdf 
http://www.isaca.org/Journal/Past-Issues/2002/Volume-1/Pages/Business-Continuity-A-Business-Survival-

Strategy.aspx 
http://www.worldacademicunion.com/journal/MSEM/msemVol04No04paper02.pdf 

 Business Continuity Management Standards—A Side-by-side Comparison   
http://www.isaca.org/Journal/Past-Issues/2003/Volume-2/Pages/Business-Continuity-Management-

Standards-A-Side-by-side-Comparison.aspx 
Auditing Your Disaster Recovery Plan:A Closer Look At High Tech Crime Will This Be Your Most Likely Disaster in 

the 21st Century? 
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 http://www.disaster-resource.com/index.php?option=com_content&view=article&id=6%3Aauditing-your-disaster-
recovery-plan&catid=6%3Ainformation-technology&Itemid=12 

Continuity in a Virtual World  
http://www.docstoc.com/docs/87862678/Plan-de-contingencia-y-el-Factor-humano 
Business Continuity and Resumption Planning  (BCRP® )  
http://www.crisp-info.com/Consulting_with_CRISP_BCRP_Methodology.pdf 
Business Resumption Planning: A Progressive Approach 

http://www.sans.org/reading_room/whitepapers/recovery/business-resumption-planning-progressive-approach_562 
Business Continuity Plan Testing: Considerations and Best Practices  
http://www.isaca.org/Journal/Past-Issues/2002/Volume-1/Pages/Disaster-Recovery-and-Business-Continuity-

Planning.aspx 
http://www.businesscontinuityinternational.com/Testing.htm 
http://www.businesscontinuityinternational.com/Business%20Continuity%20Best%20practices.htm 

Business Continuity in Distributed Environments:  
http://www.cccure.org/Documents/HISM/265-269.html 

Respuesta ante incidentes: http://all.net/books/ir/csl02-92.html 
The Politics of Recovery Testing http://www.rothstein.com/articles/politics.html 
Disaster Recovery Plan http://www.sans.org/reading_room/whitepapers/recovery/disaster-recovery-plan_1164 

http://www.disaster-recovery-guide.com/ 
http://www.utoronto.ca/security/documentation/business_continuity/dis_rec_plan.htm 
http://www.continuitycentral.com/feature0524.htm 

Business Continuity Plan  
http://www.csoonline.com/article/204450/business-continuity-and-disaster-recovery-planning-the-basics 
http://www.continuitycentral.com/bcpd.htm 
http://www.disasterrecoveryworld.com/ 
http://www.publicsafety.gc.ca/prg/em/gds/bcp-eng.aspx 
http://www.arlingtonvirginiausa.com/index.cfm/linkservid/36F68E2B-1D09-08FB-

3B5A827D84E6EDBE/showMeta/0/ 
Business Impact Analysis http://seguinfo.wordpress.com/2010/06/29/analisis-de-impacto-de-negocios-business-

impact-analysis-bia/ 
http://www.sisteseg.com/files/Microsoft_Word_-_BIA_BUSINESS_IMPACT_ANALYSIS.pdf 
Testing & Maintenance  
http://www.itl.nist.gov/lab/bulletns/bltnjun02.htm 
http://oa.mo.gov/itsd/cio/architecture/domains/security/CC-ContingencyPlanTestingMaintTraining112806ARC.pdf 
http://www.sans.org/reading_room/whitepapers/recovery/disaster-recovery-plan-testing-cycle-plan-plan-cycle_563 
IS Auditing Guideline: G32 Business Continuity Plan (BCP) Review from IT Perspective   
http://www.isaca.org/Knowledge-Center/Standards/Pages/IS-Auditing-Guideline-G32-Business-Continuity-Plan-

BCP-Review-from-IT-Perspective.aspx 
Contingency Planning Guide for Information Technology Systems  

http://csrc.nist.gov/publications/nistpubs/800-34-rev1/sp800-34-rev1_errata-Nov11-2010.pdf  
Sample Plans, Outlines and other Plan writing resources http://www.drj.com/new2dr/samples.htm 
Best Practices for Business Continuity and Crisis Communications  

http://www.recoverychronicles.com/MediaPR/eNewsletter/December2005/473/Article.asp 
ISO 22301 http://searchdisasterrecovery.techtarget.com/definition/ISO-22301-International-Organization-of-

Standardization-standard-22301 
Tips for effectively using ISO 22313 

 http://searchdisasterrecovery.techtarget.com/tip/Tips-for-effectively-using-ISO-22313 
ISO/IEC 27031:2011 http://www.iso27001security.com/html/27031.html 
PREPARING FOR CONTINGENCIES AND DISASTERS  

http://csrc.nist.gov/publications/nistpubs/800-12/800-12-html/chapter11.html 
 

 
9. Computer Forensics 
Categoría: Security Management 
Fuentes de información:  

Computer forensics http://en.wikipedia.org/wiki/Computer_forensics 
Computer Forensics Basics: Frequently Asked Questions  

 http://www.computerforensicsworld.com/ 
Forensic Computer Analysis: An Introduction http://www.ddj.com/184404242 
An Explanation of Computer Forensics http://computerforensics.net/forensics.htm 
Open Source Forensic Tools  
 Windows-based Tools http://www.opensourceforensics.org/tools/windows.html#mm 



18/04/14 11:39 AM                                             

7 
 

 Unix-based Tools http://www.opensourceforensics.org/tools/unix.html 
Ejemplo de producto: encase Forensic http://www.guidancesoftware.com/products/ef_index.aspx 
 http://www.internet-solutions.com.co/encase.php 
Forensic Discovery http://www.porcupine.org/forensics/forensic-discovery/ 
Open Source Computer Forensics Manual http://www.opensourceforensics.org/proc/index.html 
Siete pasos para un análisis informático  
http://www.elpais.com/articulo/portada/pasos/analisis/informatico/elpcibpor/20060119elpcibpor_4/Tes/ 
Ten Steps to Successful Computer-Based Discovery 

 http://www.datatriage.com/blog/ten-steps-to-successful-computer-based-discovery.html 
 A Guide To Electronic Evidence Discovery & Its Importance  

http://www.datatriage.com/blog/a-guide-to-electronic-evidence-discovery-and-its-importance.html 
Top Ten Things to Do When Collecting Electronic Evidence http://library.findlaw.com/1999/Feb/22/128536.html 
Expert’s Role in Computer Based Discovery 

 http://files.ali-aba.org/thumbs/datastorage/lacidoirep/articles/PLIT_PLIT0301-FELDMAN_thumb.pdf 
Essentials of Computer Discovery http://www.wstpa.org/_uploads/computer_forensics.doc 
Open Source Digital Forensics Tools http://www.digital-evidence.org/papers/opensrc_legal.pdf 
Manual Básico de Cateo y Aseguramiento de Evidencia Digital http://www.alfa-redi.org/rdi-articulo.shtml?x=7693 
A las puertas de una Nueva Especialización: La Informática Forense  

http://www.alfa-redi.org/rdi-articulo.shtml?x=1382 
Evidencia digital http://www.urru.org/papers/RRfraude/DrJeimyCano.pdf 
Computación forense http://0x29.com.ve/ponencias/20060929_ComputacionForense/index.htm 
Buenas prácticas en la administración de la evidencia digital 
http://www.aporrea.org/medios/a54330.html 

 Performing a Forensic Investigation https://www.issa.org/Downloads/Performing_a_Forensic_Investigation.pdf 
Electronic Evidence and Search & Seizure http://www.cybercrime.gov/tecpa.html 

 "Prosecuting Computer Crimes" Manual http://www.cybercrime.gov/cclaws.html#ccmanual 
 Forensically Sound Examination of a Macintosh (Part 1, 2) 
http://www.macforensicslab.com/ProductsAndServices/index.php?main_page=document_general_info&cPath=11&prod
ucts_id=134 
http://www.macforensicslab.com/ProductsAndServices/index.php?main_page=document_general_info&cPath=11&prod
ucts_id=150 
 e-Discovery http://searchfinancialsecurity.techtarget.com/definition/electronic-discovery 
  http://gvsu.edu/e-hr/e-discovery-definitions-88.htm 
  http://www.bdoargentina.com/downloads/articulos/e_discovery.pdf 

 File Carving  http://resources.infosecinstitute.com/file-carving/ 
 Investigating the Crime Scene, Part 1: A Brief Introduction to Computer Forensics and Autopsy  

http://resources.infosecinstitute.com/investigating-the-crime-scene-part-1/ 
  http://resources.infosecinstitute.com/autopsy-file-recovery/ 
  

 
10. Auditoría de Sistemas 
Categoría: Security Audit, Compliance and Standards 
Fuentes de información: 
 Historia de la auditoria http://www.monografias.com/trabajos12/condeau/condeau.shtml 

Auditoria de Sistemas http://www.monografias.com/trabajos11/siste/siste.shtml 
Auditoria de Sistemas http://www.monografias.com/trabajos10/ausi/ausi.shtml 
FUNDAMENTOS DE AUDITORIA DE SISTEMAS DE INFORMACION  
http://elistas.egrupos.net/cgi-bin/eGruposDMime.cgi?K9D9K9Q8L8xumopxCkymudkqkodqetyCXUWTCvthCnoqdy-

qlhhyCSQbgb7 
 Auditoría informática http://ciberconta.unizar.es/LECCION/SEGURO/100.HTM 
 Conceptos de la Auditoría de Sistemas http://www.monografias.com/trabajos3/concepaudit/concepaudit.shtml 
 MANUAL DE AUDITORIA DE SISTEMAS http://www.monografias.com/trabajos/maudisist/maudisist.shtml 
 La Auditoria informatica dentro de las etapas de Análisis de Sistemas Administrativos 
  http://www.monografias.com/trabajos5/audi/audi.shtml 
  IS Auditing Guidelines (G1 a G20, G40) 

http://www.isaca.org/Knowledge-Center/Standards/Pages/IT-Audit-and-Assurance-Guidelines.aspx 
Standards for Information Systems Auditing 

 http://www.isaca.org/Knowledge-Center/Standards/Pages/Standards-for-IS-Auditing-Spanish-.aspx 
 Continuous Auditing: Implications For Assurance, Monitoring, & Risk Assessment 
  https://www.issa.org/Downloads/GTAG3Brochure11.pdf 
 Information Systems Audit: The Basics 

 http://www.csoonline.com/article/492804/information-systems-audit-the-basics 
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SAS 70 replacement: SSAE 16 http://www.csoonline.com/article/622277/sas-70-replacement-ssae-16- 
Does the SAS 70 Audit Meet the Requirements of FISMA and NIST?  
http://www.secureit.com/resources/WP_FISMA_and_SAS_70.pdf 
IS Standards, Guidelines and Procedures for Auditing and Control Professionals 
http://www.isqa.unomaha.edu/dkhazanchi/Teaching/ISQA4590-8596/Readings/ISACA-

COBIT%20FRAMEWORK/ISACA%20STANDARDS%20AND%20GUIDELINES.pdf 
Sarbanes-Oxley IT Audits 

http://www.google.com.uy/url?sa=t&rct=j&q=system%20audit%20standards%20site%3A.edu&source=web&cd=25&ved=0
CEMQFjAEOBQ&url=http%3A%2F%2Fwww.usfsp.edu%2Fgkearns%2FACG6936%2Fppt%2FIT%2520Audits.ppt&ei=cw
OPT7_FM4O0gwezkeSBDg&usg=AFQjCNEVSRci5ERRgqT0mAKnE4HUZ8qU4w 

Norma ISO 19011 http://www.slideshare.net/whitelup/norma-iso-19011-2011 
ISO/IEC 27008 Controles de seguridad de información http://www.pmg-ssi.com/2014/02/isoiec-27008-controles-de-

seguridad-de-informacion/ 
ISO/IEC 27007 guía para auditar http://www.pmg-ssi.com/2014/02/isoiec-27007-guia-para-auditar/ 
Metodologaía Cobit  

http://datateca.unad.edu.co/contenidos/233003/modulo/modulo-233003-online/625_metodologaa_cobit.html 
 
 

 
11. Seguridad en bases de datos – plataformas comerciales Ms SQL y Oracle 
Categoría: Data Security 
Fuentes de información:  

 Overview of SQL Server security model and security best practices  
  http://vyaskn.tripod.com/sql_server_security_best_practices.htm 
 Checklist: How to test SQL Server security  
 http://searchsqlserver.techtarget.com/generic/0,295582,sid87_gci1151649_tax301336,00.html?track=NL-
464&ad=535839&adg=301324&bucket=ETA 
 Introduction to SQL Server Security – A Primer 
http://blog.sqlauthority.com/2012/04/23/sql-server-introduction-to-sql-server-security-a-primer/ 
 Ten hacker tricks to exploit SQL Server systems  
 http://searchsqlserver.techtarget.com/tip/1,289483,sid87_gci1165052_tax301336,00.html?track=NL-
464&ad=541873&adg=301324&bucket=ETA 
 SQL Server 2012 Auditing http://msdn.microsoft.com/en-us/library/cc280386.aspx 
 Top 12 Features of SQL Server 2012  http://mcpmag.com/articles/2012/03/14/top-12-features-of-sql-server-
2012.aspx 
 SQL Injection FAQ http://www.sqlsecurity.com/FAQs/SQLInjectionFAQ/tabid/56/Default.aspx 
 Security & compliance – SQL Server 2012 

http://www.microsoft.com/en-us/sqlserver/solutions-technologies/mission-critical-operations/security-and-
compliance.aspx 
 Comparing SQL Server 2005 and Oracle http://www.microsoft.com/sql/prodinfo/compare/oracle/default.mspx 
 Security in SQL 2008  

http://download.microsoft.com/download/a/c/d/acd8e043-d69b-4f09-bc9e-
4168b65aaa71/SQL2008SecurityOverviewforAdmins.docx 
 http://www.microsoft.com/sqlserver/2008/en/us/wp-sql-2008-security.aspx 
 What’s new in SQL Server 2008 http://blogs.techrepublic.com.com/datacenter/?p=218 
 Oracle vs. SQL Server http://www.dba-oracle.com/oracle_tips_oracle_v_sql_server.htm 

Oracle Security FAQ http://www.orafaq.com/faqdbase.htm 
Exploiting and protecting Oracle http://searchoracle.techtarget.com/0,293857,sid41_gci910752,00.html 
Acceso seguro a bases de datos remotas: 

 SQL Injection and Oracle http://www.securityfocus.com/infocus/1644 http://www.securityfocus.com/infocus/1646 
 Detecting SQL Injection in Oracle http://www.securityfocus.com/infocus/1714 
  http://st-curriculum.oracle.com/tutorial/SQLInjection/index.htm 
 Overview of Oracle Auditing http://www.dbspecialists.com/blog/best-practices/overview-of-oracle-auditing/ 
 Oracle Advanced Security Transparent Data Encryption Best Practices 
http://www.oracle.com/technetwork/database/security/twp-transparent-data-encryption-bes-130696.pdf 
 Oracle Password Cracker http://www.red-database-security.com/whitepaper/oracle_password_cracker.html 
 Oracle Worm Voyager - Analysis of the Proof of concept code  

http://www.red-database-security.com/advisory/oracle_worm_voyager.html 
 Oracle Database Security Guide 11g R20020 http://docs.oracle.com/cd/E11882_01/network.112/e16543.pdf 
 Top 10 Oracle Steps to a Secure Oracle Database Server 

http://blog.opensecurityresearch.com/2012/03/top-10-oracle-steps-to-secure-oracle.html 
 Oracle Database 11g Alta Disponibilidad http://www.oracle.com/technetwork/es/documentation/317488-esa.pdf 
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12. Seguridad en bases de datos - plataformas abiertas MySQL postgreSQL 
Categoría: Data Security 
Fuentes de información:  

Creación de canales de comunicación seguros entre un ciente y servidor MySQL remoto con Secure Shell 
http://www.mysql-hispano.org/page.php?id=12&pag=1 

Setting MySQL Security http://help.scibit.com/mascon/masconSetting_MySQL_Security.html 
 Secure MySQL Database Design http://www.securityfocus.com/infocus/1667 
 Critical MySQL Flaw Found http://www.eweek.com/article2/0,1895,1840084,00.asp 
 Securing MySQL: step-by-step http://www.securityfocus.com/infocus/1726 
 General Security Issues http://dev.mysql.com/doc/refman/5.0/en/security.html 
 The MySQL Access Privilege System http://dev.mysql.com/doc/refman/5.0/en/privilege-system.html 
 MySQL User Account Management http://dev.mysql.com/doc/refman/5.0/en/user-account-management.html 
 Comparison of Oracle, MySQL and PostgreSQL DBMS  

http://www-css.fnal.gov/dsg/external/freeware/mysql-vs-pgsql.html 
 Seguridad básica http://joservilas.blogspot.com/2008/01/mysql-seguridad-bsica.html 

Vulnerabilidades en MySQL  
http://bugs.mysql.com/search.php?search_for=&status=Open&severity=all&limit=20&order_by=id&cmd=display
&direction=DESC&bug_type=&os=0&phpver=&bug_age=0 
Denegación de servicio en MySQL 5.x  http://www.ivlabs.org/home/?p=1147 
PostgreSQL 8.4.3 Documentation http://www.postgresql.org/docs/8.4/interactive/index.html 
PostgreSQL http://www.postgresql.org/docs/7/static/part-admin.htm 
Security Information http://www.postgresql.org/support/security.html 
MySQL vs PostgreSQL Benchmarks http://www.randombugs.com/linux/mysql-postgresql-benchmarks.html 
 Cross Compare of SQL Server, MySQL, and PostgreSQL  
http://www.postgresonline.com/journal/index.php?/archives/51-Cross-Compare-of-SQL-Server,-MySQL,-and-
PostgreSQL.html 
Why PostgreSQL is a better enterprise database than MySQL  

http://www.zdnetasia.com/why-postgresql-is-a-better-enterprise-database-than-mysql-62061322.htm 
Security Vulnerabilities in PostgreSQL Shipped With Solaris  
 http://sunsolve.sun.com/search/document.do?assetkey=1-66-274870-1 
 

 
13. Firewalls  
Categoría: Network Security 
Fuentes de información:  

Internet Firewalls FAQ: http://www.interhack.net/pubs/fwfaq/firewalls-faq.html 
Firewalls FAQ http://www.faqs.org/faqs/firewalls-faq/ 
Cortafuegos http://www.iec.csic.es/criptonomicon/articulos/expertos35.html 
Cortafuegos: Conceptos teóricos  http://www.rediris.es/cert/doc/unixsec/node23.html 

http://www.rediris.es/cert/doc/unixsec/node23.html 
Cortafuegos: caso de estudio http://www.rediris.es/cert/doc/unixsec/node24.html 
Network Security, Filters and Firewalls: http://www.acm.org/crossroads/xrds2-1/security.html 
Firewall Q&A http://www.vicomsoft.com/knowledge/reference/firewalls1.html 
Firewall Security and the Internet http://www.infosyssec.net/infosyssec/firew1.htm 
Firewalls y seguridad en Internet http://www.monografias.com/trabajos3/firewalls/firewalls.shtml 
Firewalls http://www.consumersearch.com/www/software/firewalls/fullstory.html#intro 
Application Firewalls  
http://security.knowledgestorm.com/shared/write/collateral/WTP/51143_17287_30685_Application_Firewalls.pdf?ks
i=1221827&ksc=1241962267 
Personal Firewall Software: Imperfect but Necessary http://personal-firewall-software-
review.toptenreviews.com/personal-firewall-software-imperfect-but-necessary.html 

 Windows Personal Firewall Analysis  
http://www.matousec.com/projects/windows-personal-firewall-analysis/introduction-firewall-leak-testing.php 
http://www.matousec.com/projects/windows-personal-firewall-analysis/leak-tests-results.php 

 10 firewall software 2014 http://www.all-internet-security.com/top_10_firewall_software.html 
 The Best Free Firewalls http://www.pcmag.com/article2/0,2817,2422144,00.asp 
 2014 Personal Firewall Software Product Comparisons http://personal-firewall-software-review.toptenreviews.com/ 
 10 things your next firewall must do http://www.ithound.com/download/firewall-13910 
 Getting the most out of your next-generation firewall  

http://www.ithound.com/download/getting-generation-firewall-20807 
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  http://www.ithound.com/download/-generation-firewall-20244 
 Web application firewalls: laying the myths to rest  

http://www.ithound.com/download/web-application-firewalls-laying-myths-rest-20171 
 Evaluating network firewalls http://www.ithound.com/download/evaluating-network-firewalls-19624 
 Testing Application Identification Features of Firewalls 
 http://www.sans.org/reading-room/whitepapers/firewalls/testing-application-identification-features-firewalls-34402 
 What is a next-generation firewall?  

http://www.networkworld.com/reviews/2011/082211-palo-alto-next-gen-test-249395.html 
  http://searchsecurity.techtarget.com/definition/next-generation-firewall-NGFW 
  http://www.computerweekly.com/guides/Next-Generation-Firewalls-Learning-Guide 
  How Traditional Firewalls Fail Today’s Networks — And Why Next-Generation Firewalls Will Prevail 
http://docs.media.bitpipe.com/io_11x/io_113931/item_837635/TT12-
194%20DELL%20Sonic%20Wall%20NextGen%20Firewalls_v2.pdf 
 UTM vs. NGFW: Comparing unified threat management, next-gen firewalls 
http://searchsecurity.techtarget.com/answer/UTM-vs-NGFW-Comparing-unified-threat-management-next-gen-firewalls 
 
 
 

14. Sistemas de Detección/prevención de Intrusos en la Red 
Categoría: Network Security 
Fuentes de información:  
 Sistemas de detección de intrusos http://www.rediris.es/cert/doc/unixsec/node26.html 

Nivel de Inmadurez de los Sistemas de Detección de Intrusiones de Red 
(NIDS). http://www.criptored.upm.es/guiateoria/gt_m292a.htm 
Demystifying Intrusion Detection http://www.ebizq.net/topics/security/features/1674.html 
Evaluating an Intrusion Detection Solution http://documents.iss.net/literature/RealSecure/ids_eval.pdf 
Beyond Detection: Intrusion Management Systems Take Security to the Next Level  

http://www.ebizq.net/topics/security/features/1727.html 
Network- vs. Host-based Intrusion Detection (Part 1)  
http://www.windowsecurity.com/articles/Hids_vs_Nids_Part1.html 
Network- vs. Host-based Intrusion Detection (Part 2)  

  http://www.windowsecurity.com/articles/Hids_vs_Nids_Part2.html 
The Evolution of Intrusion Detection Systems http://www.securityfocus.com/infocus/1514 

 Reducing the Pain of Managing Multiple IDS Systems  
  http://www.sans.org/rr/papers/index.php?id=1355 

Empleo de la tecnología IDS en la seguridad de redes  
http://espejos.unesco.org.uy/simplac2002/Ponencias/Segurm%E1tica/VIR009.doc 

 Sistemas de Detección de Intrusiones (IDS) http://escert.upc.edu/index.php/web/es/publicacion,178,3.html 
Máquinas trampa y análisis forense http://www.rediris.es/rediris/boletin/61/enfoque2.pdf 
Autopsia de una intrusión con éxito http://his.sourceforge.net/trad/varios/floydman/autopsy.html 

 Tarros de miel y redes trampa http://his.sourceforge.net/trad/varios/spitzner/honeypots-1.1-es_archivos/frame.htm 
Intrusión Prevention Systems  vs Firewalls  
http://www.internet-computer-security.com/Firewall/IPS.html 
Intrusion Prevention Systems: the Next Step in the Evolution of IDS http://www.securityfocus.com/infocus/1670 

 Magic Quadrant for Intrusion Prevention Systems http://www.gartner.com/technology/reprints.do?id=1-
1O90S2R&ct=131217&st=s 
 
 

15. VPNs Virtual Private Networks  
Categoría: Network Security 
Fuentes de información: 

VPN Tutorial - An introduction to VPN software, VPN hardware and protocol solutions 
http://compnetworking.about.com/od/vpn/l/aa010701a.htm 
Redes privadas virtuales http://www.argo.es/~jcea/artic/vpn1.htm 

 Understanding Virtual Private Networking  
http://www.associatedcontent.com/article/49491/vpn_beginners_guide_to_understanding.html 
How Virtual Private Networks Work http://computer.howstuffworks.com/vpn.htm 

 Virtual Private Networking: An Overview 
http://en.wikipedia.org/wiki/Virtual_private_network 
VPN Protocols http://www.vpnc.org/vpn-standards.html  

 Servicio de red privada virtual (VPN) http://www.xtech.com.ar/soluciones/vpn.shtml 
 Don’t Get Boxed In: Managed VPN Has Many Advantages over VPN Appliances 
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 http://whitepapers.silicon.com/0,39024759,60143605p,00.htm 
 Comparing MPLS-Based VPNs, IPSec-Based VPNs, and a Combined Approach From Cisco Systems 
 http://www.itpapers.com/abstract.aspx?kw=VPN&dtid=1&x=80&docid=95261 

Virtual Private Networks: Endpoint Security  
http://whitepapers.zdnet.co.uk/0,1000000651,260133835p,00.htm 
Security & Savings with Virtual Private Networks http://tools.netgear.com/media/whitepapers/VPN_Security.pdf 

 The Evolution of Mobile VPN and its Implications for Security  
http://www.nokia.com/NOKIA_COM_1/About_Nokia/Press/White_Papers/pdf_files/whitepaper_evolutionofmobilevpn.pdf 
 Sality: Story of a Peer-to-Peer Viral Network (.pdf)  
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/sality_peer_to_peer_viral_netw

ork.pdf 
 

 
 

16. Seguridad en redes inalámbricas: Wireless-LANs  
Categoría: Network Security 
Fuentes de información: 

WPA2 Security: Choosing the Right WLAN Authentication Method for Homes and Enterprises  
http://www.globalknowledge.com.sa/pdf/WP_Miller_WPA2Security_P.pdf 
Seguridad en redes inalámbricas 802.11 http://www.abcdatos.com/tutoriales/tutorial/z333.html 
Tecnologías para redes LAN inalámbricas y Windows XP  
 http://www.microsoft.com/spain/technet/recursos/articulos/wifisoho.mspx 
Wireless LAN: Redes inalámbricas http://www.arturosoria.com/eprofecias/art/wireless.asp 
Redes inalámbricas 
 http://multingles.net/docs/alezito/alezito_inalamb.htm 

 http://www.monografias.com/trabajos/redesinalam/redesinalam.shtml 
 Establishing Wireless Robust Security Networks: A Guide to IEEE 802.11i  
  http://csrc.nist.gov/publications/nistpubs/800-97/SP800-97.pdf 
 Security for Wide Area Wireless Networks  
http://discover.netmotionwireless.com/rs/netmotionwireless/images/NetMotion-Wireless_Security-Wireless-Networks_WP.pdf 
 10 ways to prepare for a wireless rollout  

http://whitepapers.techrepublic.com.com/abstract.aspx?tag=tr-left%3Btrwp-find&docid=347286&promo=100511 
 Build a secure and reliable Wireless LAN  

http://downloads.techrepublic.com.com/abstract.aspx?tag=tr-left%3Btrwp-find&docid=294505&promo=100511 
 Secure your wireless LAN with these tools and techniques  

http://downloads.techrepublic.com.com/abstract.aspx?tag=tr-left%3Btrwp-find&docid=322155&promo=100511 
 SEIS RAZONES POR LAS QUE LAS EMPRESAS ESTÁN IMPLEMENTANDO REDES INALÁMBRICAS 
  http://www.nitval.com/1024/Informes/6%20Razones%20para%20utilizar%20redes%20WI-FI.pdf 
 Mitos sobre las redes inalámbricas  

http://www.intel.la/content/www/xl/es/network-adapters/gigabit-network-adapters/five-myths-of-wireless-
networks-paper.html 

http://www.cientoseis.es/index.php?topic=5493.0 
http://www1.euro.dell.com/content/topics/global.aspx/solutions/truemobile?c=es&cs=esdhs1&l=es&s=dhs

&~page=2&~tab=2 
  Wireless LAN Risks and Vulnerabilities  

http://kuainasi.ciens.ucv.ve/cisa/articles/v2-02p57-61.pdf 
 Securing Wireless LANs with Certificate Services  

http://www.microsoft.com/technet/security/prodtech/windowsserver2003/pkiwire/swlan.mspx?mfr=true 
 Ventajas del Protocolo de Autenticación Extensible Protegido (Protected Extensible Authentication Protocol, PEAP) 
 http://www.microsoft.com/spain/windowsserver2003/technologies/ias/peap.aspx 
 Hacking Techniques in Wireless Networks 
 http://www.cs.wright.edu/~pmateti/InternetSecurity/Lectures/WirelessHacks/Mateti-WirelessHacks.htm 
 Wireless Security: Past, Present and Future  

http://www.codenomicon.com/resources/whitepapers/Codenomicon_Wireless_WP_v1_0.pdf 
Mobile Security: Is Anyone Listening?  
http://news-business.vlex.com/vid/mobile-security-is-anyone-listening-65686106 

 Wireless Security: Does It Still Matter?  
http://news-business.vlex.com/vid/wireless-security-does-still-matter-65686103 

 Could Hackers Derail Wireless LANs?  
http://www.net-security.org/news.php?id=181 
http://www.motorola.com/web/Business/Global_Services_New/Global%20Services%20for%20Enterprises/_Docume

nts/_Static_Files/New_MSS_EnterpriseMobSec_0210-web.pdf 
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 Wireless LAN Security: What Hackers Know That You Don’t  
 http://ap.motorolasolutions.com/partners/wirelessnetworks-
asia/products/images/air_defense/downloads/White_Paper/Hackers.pdf 

Security Tip (ST05-003) Securing Wireless Networks http://www.us-cert.gov/cas/tips/ST05-003.html 
Detection and Fortification Analysis of WiMAX Network: with Misbehavior Node Attack 

http://www.techrepublic.com/whitepapers/detection-and-fortification-analysis-of-wimax-network-with-misbehavior-node-
attack/32882085?scname=network-security 

 
 

17. Negación de Servicio: Denial of Service 
Categoría: Current Threats 
Fuentes de información:  

 Denial of Service Basics http://www.nmrc.org/pub/faq/hackfaq/hackfaq-05.html 
Stopping Attacks: The Importance of Denial of Service (DoS) Security Appliances:  

http://www.opsec.com/solutions/partners/downloads/stopping_attacks.pdf 
 An Analysis of Using Reflectors for Distributed Denial-of-Service Attacks: 
  http://www.icir.org/vern/papers/reflectors.CCR.01/index.html 

 Elimination of Distributed Denial of Service Attacks Using Programmable Network Processors  
  http://www.intel.com/design/network/papers/DDoS_whitepaper.htm 

A Summary of DoS/DDoS Prevention, Monitoring and Mitigation Techniques in a Service Provider Environment 
 http://www.sans.org/rr/papers/70/1212.pdf 

 Flow-Cookies: Using Bandwidth Amplification to Defend Against DDoS Flooding Attacks 
 http://whitepapers.zdnet.com/abstract.aspx?scname=Denial+of+Service&docid=385142 
 History of Denial of Service and its use against Internet Relay Chat (IRC) networks  

http://staff.washington.edu/dittrich/misc/ddos/ 
 Help Defeat Denial of Service Attacks: Step-by-Step http://www.sans.org/dosstep/ 
 Denial of Service Attacks http://www.cert.org/tech_tips/denial_of_service.html 

Distributed Denial of Service Taxonomies of Attacks, Tools and Countermeasures  
 http://palms.ee.princeton.edu/PALMSopen/DDoS%20Final%20PDCS%20Paper.pdf 

 Defeating the Cyber Criminal:  Defense Tactics for Denial of Service Attacks  
http://www.isaca.org/Content/ContentGroups/Member_Content/Journal1/20002/Defeating_the_Cyber_Criminal_Defense_Tac
tics_for_Denial_of_Service_Attacks.htm 
 Active Internet Traffic Filtering: Real-Time Response to Denial-of-Service Attacks 
 http://whitepapers.zdnet.com/abstract.aspx?scname=Denial+of+Service&docid=390105 
 Preventing Distributed Denial of Service Attacks by Perturbing TCP Traffic 
 http://whitepapers.zdnet.com/abstract.aspx?scname=Denial+of+Service&docid=390140 
 A Client-Transparent Approach to Defend Against Denial of Service Attacks 
 http://whitepapers.zdnet.com/abstract.aspx?scname=Denial+of+Service&docid=390916 
 The Growing Need for Intelligent DDoS Mitigation Systems http://resources.csoonline.com/ccd/assets/6975/detail  

Mapa mundial de ataques digitales http://searchdatacenter.techtarget.com/es/cronica/Mapa-mundial-de-ataques-
digitales-disponible-publica-y-gratuitamente 
DEFENDING AGAINST ADVANCED PERSISTENT THREATS http://resources.idgenterprise.com/original/AST-
0056724_Advanced-Persistent-Threat-Solutionary.pdf 
Evaluating The Cost Of A DDoS Attack http://www.ithound.com/download/evaluating-cost-ddos-attack-20739 
DDoS mitigation: best practices http://www.ithound.com/download/ddos-mitigation-practices-17364 
 
 

18. Virus y antivirus 
Categoría: Current Threats 
Fuentes de información:  

¿qué son? ¿cómo trabajan?:  
Glosario: http://www.symantec.com/avcenter/refa.html 

http://home.mcafee.com/virusinfo/glossary 
 http://www.pandasoftware.com/virus_info/about_virus/keys.htm 
http://www.viruslist.com/sp/glossary 

 Panda Software Virus Encyclopedia  
 http://www.pandasoftware.com/virus_info/encyclopedia/?track=31135&idioma=EN&pais=63 
 Panda Software – Phishing: personal data theft  http://www.pandasoftware.com/virus_info/phishing/ 
 Widespread Virus Myths http://www.actlab.utexas.edu/~aviva/compsec/virus/myths.html 

Clasificación de gravedad: http://www.symantec.com/avcenter/threat.severity.html 
Índice de peligrosidad http://www.pandasecurity.com/spain/enterprise/security-info/about-malware/technical-
data/date-4.htm 
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Tipos de virus http://www.pandasecurity.com/spain/enterprise/security-info/about-malware/technical-data/date-3.htm 
Descripciones de los programas maliciosos http://www.viruslist.com/sp/virusesdescribed 
Historia de los virus: http://www.virusprot.com/Historia.html 
Virus que afecta a los procesadores AMD de 64 bits  
http://www.aclantis.com/descubren-virus-que-afecta-a-los-procesadores-amd-de-64-bits-art7364.html 
Tipos de virus http://antivirus.interbusca.com/tipos-virus/ 

 Spywares: http://securityresponse.symantec.com/avcenter/reference/attack.on.win32.pdf 
Techniques of Adware and Spyware  
http://www.symantec.com/avcenter/reference/techniques.of.adware.and.spyware.pdf 
Malware metamórfico y polimórfico http://pcweb.info/malware-metamorfico-polimorfico/ 
http://www.ecured.cu/index.php/Virus_polim%C3%B3rfico 
Qué es la Criptovirología http://pcweb.info/que-es-criptovirologia/ 
Hoax y Hypes: http://www.research.ibm.com/antivirus/SciPapers/Gordon/HH.html 
An Environment for Controlled Worm Replication and Analysis:  

http://www.research.ibm.com/antivirus/SciPapers/VB2000INW.htm 
 Virus en dispositivos móviles http://www.sumovil.com/rep_36.asp 

A Wi-Fi Virus Outbreak? It's Possible 
http://www.pcworld.com/article/140993/a_wifi_virus_outbreak_its_possible.html 
Introduction to Database and Application Worms  

http://www.appsecinc.com/presentations/Database_Application_Worms.pdf 
Virus en programas de mensajería instantánea  

http://www.symantec.com/es/es/norton/security_response/safeguardim.jsp 
 Cloud Antivirus http://www.security-projects.com/?Cloud_Antivirus 
 Virus en MAC http://www.hoytecnologia.com/noticias/Kaspersky-detecta-virus-para/299015 
 Antivirus para Mac OS X, el sentido de instalar uno http://www.tecnologiapyme.com/software/antivirus-para-mac-
os-x-el-sentido-de-instalar-uno 
 Antivirus gratis para Mac http://www.appleblog.es/index.php/2009/06/27/antivirus-gratis-para-mac/ 
 Panda Antivirus for Mac, Corporate Edition http://www.pandasecurity.com/spain/enterprise/solutions/mac-
corporate-edition/ 
 Malware On Mac OS X - Viruses, Trojans, and Worms 
http://www.macforensicslab.com/ProductsAndServices/index.php?main_page=document_general_info&products_id=174 
 Malvertising: A Growing Threat at the Start of 2014 http://resources.infosecinstitute.com/malvertising-growing-
threat-start-2014/ 
 Spam and Anti-Spam Techniques http://resources.infosecinstitute.com/spam-anti-spam-techniques/ 
 Mobile Adware and Malware Analysis 
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/madware_and_malware_analysis.pd
f 
 
  

 
19. Seguridad en Virtualización 
Categoría: Platform Security 
Fuentes de información:  

Virtualización para Dummies  
http://blogs.technet.com/hectormontenegro/archive/2008/01/31/virtualizaci-n-para-dummies.aspx 
Virtualización para Dummies (y2)  
http://blogs.technet.com/hectormontenegro/archive/2008/08/27/virtualizaci-n-para-dummies-y2.aspx 
Seguridad en la virtualización. Mitos y leyendas  
http://seekingalpha.com/article/59840-dispelling-virtualization-security-myths 
http://assetform.enterprisenetworkingplanet.com/download/L2ltYWdlc2VydmVyL2NvbnRlbnQvY2xpZW50YXNzZXRz

L2dhaW5pbmctY29udHJvbC1vZi15b3VyLXZpcnR1YWwtZW52aXJvbm1lbnQucGRm 
http://searchvmware.bitpipe.com/data/document.do?nobrand=false&res_id=1330974776_87&bcc=true&extUser=f

alse 
McAfee Total Protection for Virtualization  
http://www.mcafee.com/es/enterprise/products/secure_virtualization/total_protection_for_virtualization.html 
Bloqueo de herramientas de virtualización  
http://esp.sophos.com/pressoffice/news/articles/2009/01/virtualizacion.html 
La seguridad en un mundo virtualizado  
http://www.techweek.es/virtualizacion/informes/1003713005901/seguridad-mundo-virtualizado.1.html 

 http://www.techweek.es/virtualizacion/informes/1003713005901/seguridad-mundo-virtualizado.2.html 
 http://www.techweek.es/virtualizacion/informes/1003713005901/seguridad-mundo-virtualizado.3.html 

Virtualization Security http://www.itsecurity.com/features/virtualization-security-061708/ 
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Security and Virtualization http://www.windowsecurity.com/articles/Security-Virtualization.html 
Q&A Virtualization Security  
http://www.net-security.org/article.php?id=1177&p=1 

 http://www.net-security.org/article.php?id=1177&p=2 
Strategies for Securing Virtual Machines http://csrc.nist.gov/publications/nistpubs/800-125/SP800-125-final.pdf 
http://searchsecurity.techtarget.com/magazineContent/Virtualization-security 
http://searchdatacenter.techtarget.com/tip/Ensuring-virtual-machine-security 

 Virtualization & Security http://www.windowsecurity.com/articles/Security-Virtualization.html 
 Lower Security Risks with Virtual Patching  

http://www.trendmicro.com/cloud-content/us/pdfs/business/white-papers/wp_lower-security-risks-costs-with-virtual-
patching.pdf 
 VMWare Partner Network: Improving Security  

http://download.bitdefender.com/resources/media/materials/business/en/solution-brief.pdf  
http://www.cso.com.au/whitepaper/370343/vmware-partner-network-improving-security/ 
Meeting the Challenges of Virtualization Security  

http://www.trendmicro.com/cloud-content/us/pdfs/business/white-papers/wp_meeting-the-challenges-of-virtualization-
security.pdf 

Virtualization Security in Data Centers and Clouds http://www.cse.wustl.edu/~jain/cse571-11/ftp/virtual/index.html 
 
 
 

20. Seguridad en dispositivos móviles y celulares  
Categoría: Platform Security 
Fuentes de información: 

Top Ten Cell Phone Security Problems http://www.informit.com/guides/content.aspx?g=security&seqNum=92 
Sistemas operativos en el teléfono móvil http://tecmoviles.com/sistemas-operativos-en-el-telefono-movil/ 
La gran comparación de los sistemas operativos móviles  

http://es.engadget.com/2009/03/19/la-gran-comparacion-de-los-sistemas-operativos-moviles/ 
 Sistemas Operativos Móviles  

http://www.taringa.net/posts/celulares/4946316/El-Telefono-M%C3%B3vil-IV:-Sistemas-Operativos-Moviles.html 
Computer, Mobile Phone and PDA Security http://www.precisesecurity.com/ 
Overcoming Mobile Enterprise Security Challenges http://www.soti.net/Media/SecurityWhitePaperMC.pdf 
Mobile Handset Security: Securing Open Devices and Enabling Trust  

http://www.omtp.org/pdf/presentations_whitepapers/OMTP%20Security%20Whitepaper.pdf 
 Mobile Security Redux: Comparing the Tools http://mobileactive.org/mobile-security-redux-comparing-tools 
A Guide to Mobile Security for Citizen Journalists http://mobileactive.org/mobilesecurity-citizenjournalism 
Mobile phones: your own personal tracking beacon http://www.tinhat.com/cell_phone/tracking.html 
Cell phone tracking examples http://www.tinhat.com/cell_phone/tracking_examples.html 
Eavesdropping mobile calls http://www.tinhat.com/cell_phone/mobile_phone_security.html 
OMTP Security Threats on embedded consumer devices  

http://www.omtp.org/Publications/Display.aspx?Id=57664db6-5feb-4476-ab0c-cf2891732a0c 
 Android Security Chief: Mobile-phone Attacks Coming  
http://www.pcworld.com/businesscenter/article/170092/android_security_chief_mobilephone_attacks_coming.html 
  Recomendaciones en la seguridad de sus teléfonos móviles  

http://www.tecnologiapyme.com/comunicaciones/recomendaciones-en-la-seguridad-de-sus-telefonos-moviles 
Inside Mobile-spy "Spouseware"  
 http://www.informit.com/articles/article.aspx?p=1077909 
 http://www.informit.com/articles/article.aspx?p=1077910 
Malware infected memory cards of 3,000 Vodafone mobile phones  
http://www.infoworld.com/d/security-central/malware-infected-memory-cards-3000-vodafone-mobile-phones-217 
Middle on SSL Connections http://sunsolve.sun.com/search/document.do?assetkey=1-66-274870-1 

 Virus y antivirus para Android  http://www.zarblackberry.com/bbzar/tag/no-existe-virus-para-smartphone/ 
 http://webgenio.com/2012/01/5-mejores-antivirus-para-android-seguridad/ 
 Motivation of recent Android Malware 
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/motivations_of_recent_android_mal
ware.pdf 

¿De dónde vienen los virus para smartphones, y cómo protegerse? 
http://geeks-zone.net/2011/08/%C2%BFde-donde-vienen-los-virus-para-smartphones-y-como-protegerse-infografia/ 
El 75% de los virus para smartphones son para terminales Android http://www.csospain.es/El-75-por-ciento-de-los-

virus-para-smartphones-son-para-term/seccion-Actualidad/noticia-120085 
What You Need to Know About Smart Phone Tracking  
http://latam.kaspersky.com/sites/latam.kaspersky.com/files/TP%20Spotlight%20Smartphone_Tracking_0.pdf 
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iOS vs. Android: Which is more secure? http://www.csoonline.com/article/747278/ios-vs.-android-which-is-more-
secure-?source=nwwartcso 
 Android Hacking and Security, Part 1: Exploiting and Securing Application Components 

http://resources.infosecinstitute.com/android-hacking-security-part-1-exploiting-securing-application-components/ 
 Android Hacking and Security, Part 2: Content Provider Leakage  

http://resources.infosecinstitute.com/android-hacking-security-part-2-content-provider-leakage/ 
 The top three threats to mobile applications http://www.ithound.com/download/threats-mobile-applications-19772 
 
  

21. Biometrics 
Categoría: Identity and Access Management 
Fuentes de información:  

 Biometrics background http://www.bromba.co m/faq/biofaqe.htm 
 What Are Biometrics? http://www.aware.com/biometrics/whitepapers/wab_identity-trust.html 
 On the reconstruction of biometric raw data from template data  

http://www.bromba.com/knowhow/temppriv.htm 
 Controlling Access with Biometrics http://www.school-for-champions.com/security/biometrics.htm 
 The Functions of Biometric Identification Devices  
 http://www.engr.sjsu.edu/biometrics/publications_tech.html 
 An Overview of Biometrics http://biometrics.cse.msu.edu/info.html 
 Biometrics: A Security Makeover http://www.technewsworld.com/story/36869.html 
 Biometrics - a problem or solution http://www.articsoft.com/biometrics.htm 

Enforce Security with a Fingerprint Biometric Solution 
http://www.isaca.org/Content/ContentGroups/Member_Content/Journal1/20033/Enforce_Security_with_a_Fingerprint_Biom
etric_Solution.htm 
 Audio and Video-Based Biometric Person Authentication 2005  

http://www.wave-report.com/conference_reports/2005/avbpa2005.htm 
 Securing the Biometric Model  
  http://ieeexplore.ieee.org/xpl/freeabs_all.jsp?arnumber=1297601 
 BIOMETRICS COMPARISON CHART http://ctl.ncsc.dni.us/biomet%20web/BMCompare.html 
 Biometrics: Advancing Effective Security Management  
 http://www.dmreview.com/article_sub.cfm?articleId=3348 
 A Practical Guide to Biometric Security Technology  
 http://www.findbiometrics.com/Pages/lead.html#what 
 Biometric security measures and identification: A new enterprise rage? 
http://searchcio.techtarget.com/tip/Biometric-security-measures-and-identification-A-new-enterprise-
rage?asrc=EM_NLN_26947958&utm_medium=EM&utm_source=NLN&utm_campaign=20140305_Stop%20wasting%20mo
ney%20with%20disruptive%20technology_rlebeaux&track=NL-1808&ad=892204 
 http://findbiometrics.com/applications/biometrics-security/ 
 Biometrics Security Considerations http://www.nsa.gov/ia/_files/factsheets/i73-009r-007.pdf 
 Seeing the Future of Iris Recognition  

http://www.biometricupdate.com/wp-content/uploads/2014/04/sri-future-iris-recognition.pdf 
 An Introduction to Voice Biometrics http://marketing.voicetrust.com/acton/attachment/7445/f-0027/1/-/-/-/-
/An%20Introduction%20to%20Voice%20Biometrics.pdf 
 Notes On Biometric Template Security http://resources.infosecinstitute.com/notes-biometric-template-security/ 
 
 

22. Seguridad en E-business 
Categoría: Application Security  
Fuentes de información:  

Information Security Audit in e-business applications  
http://revistaie.ase.ro/content/41/Articol_Nastase_07.pdf 
Collaborative Businesses Succeed on an ECM Foundation  
http://www.kmworld.com/Articles/White-Paper/Article/Collaborative-Businesses-Succeed-on-an-ECM-Foundation-
95391.aspx 

 E-Business Tools for Active Credit Risk Management - A Market Analysis  
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1017842 

 e-business Security Guideline http://www.bc.pitt.edu/ebusiness/arEBSecurityGuide.pdf 
Seguridad en e-commerce 

 http://bilnea.com/seguridad-en-el-comercio-electronico-protocolo-ssl-tls-y-metodos-de-pago-seguros/ 
E-Commerce Security -- Components Which Make it Safe  

http://www.isaca-calgary.org/upload/media_element/2/01/april-2007-v7.pdf 
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Sistema de pago electrónico http://es.wikipedia.org/wiki/Sistema_de_pago_electr%C3%B3nico 
 El dinero electrónico http://www.creaciondempresas.com/serv_gratuitos/albanova/ecommerce/art3.asp 
 Seguridad de los pagos en línea: Posibilidades de las infraestructuras de clave pública y de las firmas digitales 
 http://es.scribd.com/doc/79550095/Medidas-de-seguridad-para-transacciones-online 
 Aproximación al Concepto Jurídico de Dinero Electrónico http://www.criptored.upm.es/guiateoria/gt_m081e.htm 
 Medios de pago en Internet 

http://www.eumed.net/cursecon/ecoinet/seguridad/medios.htm 
 http://www.eumed.net/cursecon/ecoinet/seguridad/tarjetas.htm 
 http://www.eumed.net/cursecon/ecoinet/seguridad/TPVv.htm 
 http://www.eumed.net/cursecon/ecoinet/seguridad/inteligentes.htm 
 http://www.eumed.net/cursecon/ecoinet/seguridad/mon-vir.htm 
 http://www.eumed.net/cursecon/ecoinet/seguridad/pago-tef.htm 
 http://www.eumed.net/cursecon/ecoinet/seguridad/otros-pagos.htm 

¿Qué es Bitcoin? http://www.fundacionctic.org/sat/articulo-que-es-bitcoin 
http://www.fundacionctic.org/sat/articulo-que-es-bitcoin-parte-2 
https://es.bitcoin.it/wiki/P%C3%A1gina_principal 
Cómo asegurar su monedero https://es.bitcoin.it/wiki/C%C3%B3mo_asegurar_su_monedero 
Los grandes del comercio online rechazan a Bitcoin http://www.tynmagazine.com/377865-Los-grandes-del-

comercio-online-rechazan-a-Bitcoin.note.aspx 
Bitcoin como medio de pago http://minimacoin.com/2014/01/22/bitcoin-como-medio-de-pago/ 
Criptomonedas, el futuro del comercio electrónico para las empresas y usuarios 
http://www.cibersur.com/015173/criptomonedas/futuro/comercio/electronico/empresas/usuarios 
Ebay dice que Bitcoin amenaza a PayPal  
http://www.tynmagazine.com/376251-Ebay-dice-que-Bitcoin-amenaza-a-PayPal.note.aspx 
Bitcoin, ¿refugio para el lavado de dinero? http://www.tynmagazine.com/374433-Bitcoin-refugio-para-el-lavado-de-

dinero.note.aspx 
Divisas o Monedas Virtuales: El caso de Bitcoin 
http://www.bde.es/clientebanca/noticias/Informe_sobre_Bitcoin_enero_2014.pdf 
4 Popular Bitcoin Alternatives and How They Compare to Bitcoin http://www.maketecheasier.com/4-popular-bitcoin-
alternatives/ 

 PayPal http://www.paypal.es/es 
 La elección de los medios de pago, clave para vender más en Internet 
http://www.contunegocio.es/tecnologia/pasos-para-la-definicion-de-la-estrategia-de-comercio-electronico-ii/ 

Comercio electrónico, Medios de pago por Internet 
 http://www.cybersudoe.eu/es/uploads/guides_es/Guia_Cybersudoe_TIC_y_Comercio_Electronico_es.pdf 

Capítulos 2 y 3 de http://es.scribd.com/doc/16730493/Libro-Blanco-del-Comercio-Electronico 
http://revistaselectronicas.ujaen.es/index.php/REE/article/download/359/322 
Aspectos a tener en cuenta para implantar una solución de comercio electrónico segura y efectiva  

 http://www.masterdisseny.com/master-net/legalia/0015.php3 
 Todo lo que debería saber sobre el dinero electrónico  http://www.ee-iese.com/82/82pdf/afondo1.pdf 

The True Cost of Downtime http://www.nasi.com/downtime_cost.php 
Pagos con huella digital revolucionan e-commerce http://www.paymentmedia.com/news-697-pagos-con-huella-

digital-revolucionan-e-commerce.html 
Adiós a las tarjetas: en Suecia prueban el pago con la palma de la mano http://www.paymentmedia.com/news-694-

adis-a-las-tarjetas-en-suecia-prueban-el-pago-con-la-palma-de-la-
mano.html?utm_source=paymentmedia&utm_medium=twitter 

E -Money Fraud http://resources.infosecinstitute.com/e-money-fraud/ 
E -Money http://www.mysecurecyberspace.com/secure/e-money.html 
ELECTIONIC MONEY; INFORMATION SECUITY, RISKS AND IMPLICATIONS 

https://www.google.com.uy/url?sa=t&rct=j&q=&esrc=s&source=web&cd=6&cad=rja&uact=8&ved=0CE0QFjAF&url=ht
tps%3A%2F%2Fwww.isaca.org%2Fchapters2%2Fkampala%2Fnewsandannouncements%2FDocuments%2FELECTIONIC%
2520MONEY%2520%2520INFORMATION%2520SECUITY%2520RISKS%2520AND%2520IMPLICATIONS%2520Mr.%25
20Francis%2520Karuhanga.ppt&ei=udVPU6B_p4jQAfWPgJAK&usg=AFQjCNFLU-
WPjnUha7Q5Om2JYedwW0SNLQ&bvm=bv.64764171,d.dmQ 

 
 
 

23. BYOD: Bring your own device 
Categoría: Security Management 
Fuentes de información:  

BYOD: pros y contras de llevar tus propios dispositivos al trabajo 
http://www.pcactual.com/articulo/actualidad/especiales/11839/byod_pros_contras_una_tendencia_imparable.html 
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La gran tendencia en empresas del mundo: BYOD 
http://www.sadvisor.com/articulos/articulos_masinfo.php?id=434&secc=articulos&cr=&path=0.225 
Las amenazas de seguridad, agravadas por el comportamiento de los jóvenes trabajadores 
 http://www.cisco.com/web/ES/about/press/2013/2013-01-29-pr-amenazas-de-seguridad-agravadas-por-los-jovenes-
trabajadores.html 
Reflexiones sobre la tendencia BYOD en las empresas 
http://www.secura.es/sec/index.php/secura/aparicion-en-los-medios/881-reflexiones-sobre-la-tendencia-byod-en-las-
empresas-reflexiones-sobre-la-tendencia-byod-en-las-empresas 
The Security Pro’s Guide To MDM, MAM, MIM, and BYOD https://www.trustedsec.com/september-2012/the-
security-pros-guide-to-mdm-mam-mim-and-byod/ 
BYOD Security Trend Survey http://wavelink.com.au/blog/index.php/byod-security-trend-survey/ 
Five security risks of moving data in BYOD era http://www.zdnet.com/five-security-risks-of-moving-data-in-byod-
era-7000010665/ 
BYOD Risks & Rewards http://www.sophos.com/en-us/security-news-trends/security-trends/byod-risks-rewards.aspx 
BYOD Smartphones, PCs and Tablets Raise Big Security Risks, Experts Say  
http://www.brighthand.com/default.asp?newsID=18676&news=Smartphone+security+malware+Android+iPhone 
IBM: BYOD Brings Security Woes, Consumerization & Hassles Over iPhone Vs. Android OS  
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