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Data Quality

Data Integration System

Query :
Genes expressed within 

“chronic lymphocytic leukemia”

Where data comes from ?

When was data produced ? 

Which confidence can I have in data ?

Which is its precision degree ?

Have I all pertinent answers ? 

…

Context: Querying multiple, distributed, autonomous and 
heterogeneous data sources

A multitude of responses…
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Difficulty of quality evaluation

♦ Open domain: multitude of criteria, multitude of perceptions

♦ Disparate state of the art, ranging from empiric estimation 
methods to formal and complex evaluation models

♦ Data quality may rarely be evaluated ‘de visu’, 

– Either we characterize the processes that produce data

– Or we analyze the correlations among data

♦ Quality evaluation tools are:

– Either embedded into IS (compilation, execution, correction)

� Automatic decisions / actions

– Or external to IS (observation, inspection, diagnosis)

� Aid to the designer



3

STIC-AMSUD meeting – 22/7/2008 InCo – Uruguay

Two main approaches

♦ Data-oriented approach:

– Data inspection (detection of anomalies)

– Data cleaning (corrective actions)

♦ Process-oriented approach:

– Analysis of activities and detection of critical paths

– System improvement (evolution, maintenance)

♦ Both approaches may be combined but in practice they 
are rarely considered together:

– Complexity of systems

– Cost vs. immediate needs
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Problems (query evaluation time)

ArrayExpress Stanford I.Pasteur

Freshness

U

σσσσExperienceσσσσLeukemiaσσσσLeukemia

.8030 60180 .70  .90  

? ?

? ? ? ? ? ?

? ?
How to calculate 

the quality of results?

Consider a query accessing multiple sources
(with their own quality)Accuracy

How to calculate 
the quality of 

intermediate results?

How to measure 
source data quality?
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Stanford I.Pasteur

Problems (design time)

? ?

?

How to bound 
the quality of results?

Consider several queries 
(with different quality expectations)

How to obtain 
constraints for sources?

? ?

? ?? ? ?60 180 60.75 .90 .60

180 .70  60 .90   
How to improve DIS design 

in order to improve quality?

How to estimate 
source data quality?

ArrayExpress

? ?30 .80
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Consider several queries 
(with different quality expectations)

Problems (maintenance time)

ArrayExpress Stanford I.Pasteur

18030 .90 .70   60 .90   

60 180 60.75 .90   .60? ? ?? ? ? How to detect 
quality changes?

Which changes impact 
the quality of results?

How to improve DIS design in 
reaction to quality changes?
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Approach

♦ Develop a framework for: 

– Providing a formal base for quality evaluation

– Analyzing quality factors and metrics

– Identifying DIS properties that influence quality factors

– Developing quality evaluation algorithms

♦ For each quality factor:

– Analyze definitions, metrics, properties

– Model DIS properties

– Evaluate data quality

– Analyze critical paths

– Identify improvement actions

– Generate probabilistic models for data quality behavior
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Examples of quality abstractions

♦ Dimension:

– Data Freshness: It expresses how old is data

♦ Factor:

– Currency: It expresses how stale is data with respect to sources

– Age: It expresses how old is data (since its creation/update)

♦ Metrics: 

– Currency: It measures the time passed since data extraction 

– Obsolescence: It measures the number of updates to a source 
since the data extraction

– Freshness-ratio metric: It measures the percentage of extracted 
elements that are up-to-date

– Timeliness: It measures the time passed since data 
creation/update 
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Reasoning support

♦ Quality evaluation bases on an abstract representation of DIS 
processes
– Process graph

� Nodes: sources, activities, queries

� Edges: synchronization, data flow

– Quality graph (same topology than process graph)
� Nodes: parameters of sources, activities and queries

� Edges: synchronization delays, freshness of data flows

S1 S2

N1 N2

N4

R1

N5

R2

S3

N3

N6

R3

A1 A2

A4

A5

A3

A6

SourceFreshness

ExpectedFreshness

cost

delay

CalculatedFreshness combine

constraints

storage
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Example: Labels associated to freshness

♦ Derived from DIS properties 
or calculated

– Source nodes:
� Freshness of source data

– Query nodes:
� Freshness expected by users

– Activity nodes:
� Execution cost of an activity

� Combine function for  several 

freshness values

� Decompose function for freshness 
constraints

– Control edges :
� Delay between the execution of 2 

activities

– Data edges:
� Effective freshness produced by an 

activity

� Expected freshness for an activity

SourceFreshness=0

N1 N2

N3

cost=45 cost=20

cost=30

S1

R1

S2

ExpectedFreshness=100

SourceFreshness=15

F-Effective=110

combine=max

delay=45delay=10

F-Effective=35F-Effective=45

F-Effective=15F-Effective=0

F-Expected=100

F-Expected=25F-Expected=60

F-Expected=5F-Expected=15

decompose=id
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Construction of the quality graph

♦ Input: process graph

– Identification of activities (processes)

– Identification of sources

♦ Definition of the quality graph

– Definition of user expectations (expected freshness)

– Instantiation of graph properties (bounds / statistics / actual values)

– Calculation of data freshness 

� Calculation by forward propagation

� Calculation by backward propagation
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Forward propagation

♦ Allows:

– Fixing freshness bounds

– Verifying graph conformity for 
user expectations

♦ Mechanism:

– Propagate freshness values 
along the graph (topological 
order)

– Calculate the freshness 
produced by each node

� combining properties of the 
node and its predecessors

F-Effective=110

F-Effective=35F-Effective=45

F-Effective=15F-Effective=0

SourceFreshness=0

N1 N2

N3

cost=45 cost=20

cost=30

S1

R1

S2

ExpectedFreshness=100

SourceFreshness=15

combine=max

delay=45delay=10

decompose=id
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Backward propagation

♦ Allows:

– Fixing freshness constraints for 
sources

– Verifying graph conformity for 
source freshness

♦ Mechanism :

– Propagate freshness values 
along the graph (inverse 
topological order)

– Calculate freshness constraints 
for each node

� Decomposing freshness 
constraints of successor nodes

F-Expected=100

F-Expected=25F-Expected=60

F-Expected=5F-Expected=15

SourceFreshness=0

N1 N2

N3

S1

R1

S2

ExpectedFreshness=100

SourceFreshness=15

delay=45delay=10

cost=45 cost=20

cost=30

combine=max
decompose=id
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Analysis of the quality graph

♦ A graph is satisfactory if

for every user, it satisfies his 
freshness expectations

♦ If an expectation is not 
satisfied

we should find the critical paths
determining the sub-graphs to 
restructure

SourceFreshness=0

N1 N2

N3

cost=45 cost=20

cost=30

S1

R1

S2

ExpectedFreshness=100

SourceFreshness=15

F-Effective=110

combine=max

delay=45delay=10

F-Effective=35F-Effective=45

F-Effective=15F-Effective=0

F-Expected=100

F-Expected=25F-Expected=60

F-Expected=5F-Expected=15

decompose=id
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N1 N2 N3

N5 N6

S1 S2 S3 S4 S5

R1 R2
R3 R4

N47

N42

N7

N41

N45N44

S6 S7 S8

N8 R5

A

N48

C

D

Hierarchy of activities + browsing operations + 

restructuring operations

R5

N46

Refining and restructuring approach

N7

S6 S7 S8

N8

N4

N43

B

N48
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Maintaining Quality

♦ Challenges:

– Tolerance to quality changes

– Detection of quality changes

– Relevance evaluation of quality changes

– Determination of repairing actions

Through the modeling ofThrough the modeling of

DIS quality behaviorDIS quality behavior
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N7

N2N1

N5N4

S1 S2 S3

R3

N6

N3

N8

Maintaining Quality

User Quality Requirements

Source Quality Behavior Models

DIS Quality Behavior Models

D I N AM I C

CHANGES

REPAIRING 

ACTIONS

Acceptable
State

Unacceptable
State

CHANGES

R1 R2
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Probabilistic Models of Sources Quality

♦ Random Experiment

– Verification of source quality value

♦ Sample Space

– Possible quality values in random experiment

♦ Random Variables

– X represents source quality value

– Y represents the satisfaction of the required values for the source 
(binary variable, 0-1)
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P(X = 10) = 0.2
P(X = 11) = 0.3
P(X = 12) = 0.3

P(X = 13) = 0.2

Probabilistic Models of Sources Quality

S1

N1 N4N2 N5

N6

R1

N9

N7

N8

N10 N11

N3

S4S3S2 S5

R2 R3

timeliness

Timeliness Behavior 
Model for Source S5

Model

Indicators: maximum, minimum, expectation, mode

RV X: freshness of Source S5

STIC-AMSUD meeting – 22/7/2008 InCo – Uruguay

Probabilistic Models of Sources Quality

RV Y: satisfaction of 
requirements by Source S5

P(Y = 0) = 0.2
P(Y = 1) = 0.8

Model

Timeliness Behavior 
Model for Source S5

S1

N1 N4N2 N5

N6

R1

N9

N7

N8

N10 N11

N3

S4S3S2 S5

R2 R3

timeliness
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Relevant Changes Detection

♦ Events management

S1

S2

Sn

Sources

Source
Quality
Models

Maintenance

Meta-
information
Management

estimations
& statistics

source
events Change

Detection
Rules

DIS 
Quality
Repair

Quality Management System

QModelChange
event

TGraphChange

event

QReqChange

event
• QSatisfactionChange

event

•ProbDissatisfaction event
•QValuesDissatisfaction
event
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Quality Repair Mechanism

Meta-
information
Management

estimations
& statistics

Interpretation
Rules

Quality
Changes
Detection

Repairing
Rules

INTERPRETATION

ACTIONS

DIS administrator

Statis
tic

s

QValuesDissatisfaction
event

ProbabilityDissatisfaction
event

• Data Volume Increased
• Frequently Changes
• Activity Cost Increased
• Activity Effectiveness 
Decreased
• …

• Eliminating Source
• Substituting Source
• Decreasing Activity Cost
• Eliminating Activity
• Adding Cleaning Activity
• …

• Inconvenient Source
• Source Error-types Change
• Source Data Accessibility Problem
• …
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Choosing metrics and methods

♦ Which factors, metrics and methods are the most 
appropriate for users’ quality needs?

– Each application domain has its specific vision of data quality as 
well as a suite of (generally ad hoc) solutions to solve quality
problems

– Even so, there is increasing interest in reusing quality knowledge 
and calculation methods

���� Need of

– Modeling general quality concepts and behaviors

– Implementing reusable measurement methods

– Specializing concepts and methods for specific applications
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Goal-question-metric approach (GQM)

♦ Quality is assessed in a top-down way

♦ GQM proposes three abstraction levels:

– Conceptual level: GOALS

� Express high-level quality goals

� E.g. reduce the number of returned mails

– Operational level: QUESTIONS

� Characterize the way to assess a specific goal

� E.g. which is the amount of syntactic errors in customer addresses?

– Quantitative level: METRICS

� Constitute a quantitative way of answering a specific question

� E.g. the ratio of addresses not complying a street dictionary

Business-oriented
Difficult to reuse

Quite parametric
Possible to reuse

STIC-AMSUD meeting – 22/7/2008 InCo – Uruguay

Overview of the instantiation approach

♦ The frameword already provides:

– An extensible collection of quality concepts

– An extensible collection of parametric measurement methods

♦ Quality analyst sets parameters instead of 
implementing new methods

Three main activities:

1- Modeling general quality concepts and behaviors

2- Implementing reusable parametric measurement methods

3- Specializing concepts and methods for specific quality goals
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Examples of instantiation

♦ Goal 1: 

– Improve the quality of students location data (phone number, 
address, etc.)

6

5

4

3

2

1

CoverageStudent’s addressDo we have all students’ addresses? 

CurrencyStudent’s addressAre students’ addresses up to date?

PrecisionStudent’s addressDo we have precise students’ addresses?

Syntactic correct.Student’s phoneAre the students’ telephones valid ones?

Syntactic correct.Student’s addressAre the students’ addresses correctly 
written?

Semantic correct.Student’s addressAre students’ addresses the correct ones?

Quality factorsIS objectsQuestions
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Examples of instantiation

♦ Question: 

– Are the students’ addresses correctly written?

CheckRule

- student’s address attributes

- address standard format 

Syntactic correctness Boolean 

Address format completion

ComputeDistance

- student’s street attribute

- street dictionary

- string-edit-distance

Syntactic correctness 
deviation

Address syntax deviation

CheckDictionary

- student’s street attribute

- street dictionary

Syntactic correctness Boolean

Address syntax existence

MethodsMetrics

Address syntactic correctness
Syntactic correctness
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Qbox-Foundation

♦ A prototype for quality measurement

♦ Objectives:

– Provide a framework for understanding quality concepts and 
reasoning with quality goals

– Support the definition of appropriate quality metrics according to 
user’s quality goals and questions

– Support the reuse of metrics and their measurement methods

– Provide an interactive environment for executing measurement 
methods and analyzing results
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Using Qbox-Foundation

Managing quality catalogue
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Using Qbox-Foundation

Defining quality goals and questions
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Using Qbox-Foundation

Editing and executing instantiated methods 
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Using Qbox-Foundation

Visualizing results for analyzing tendencies (on going work)
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Using Qbox-Foundation

Visualizing results for selecting appropriate metrics or 

methods (on going work)
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Using Qbox-Foundation

Visualizing results for analyzing correlations among 

factors or metrics (on going work)
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Experimentation

♦ Past applications:
– Facultad de Ingeniería, Uruguay

� Domain: Student’s data and their activities

– ACCSA (consultant cabinet)

� Domain: Supervision of services to customers 

– Crédit Agricole Uruguay
� Domain: Customers data and accounts

– Institut Pasteur de Montevideo
� Domain: Biological experiments (microarray data)

♦ Current projects:
– Microsoft Research project

� Domain: Genetics

– CSIC project
� Context: Web warehousing applications (web-services)
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Applications

♦ Facultad de Ingeniería, Uruguay
– Domain: Student’s data and their 

activities
� Data warehousing context

� Complex ETL

– Use:
� Implementation of accuracy 

measurement methods

� Abstraction of the parameterization 
approach

♦ ACCSA (consultant cabinet)

– Domain: Supervision of services   
to customers 

� Data warehousing context

� Critic applications

– Use:
� Test of the instantiation approach

Data Warehouse

ETL

Source01 Source02 SourceN
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Applications

♦ Crédit Agricole Uruguay
– Domain: Customers data and accounts (CRM)

� Replication context

� Large scale application

– Use:
� Instantiation of metrics and methods

� Implementation of a large collection of methods

BD Master

MS SqlServer 2000

SucN

Suc02

Suc01

Middleware

BD Clients BD Ref

MS SqlServer 2000

MS SqlServer 2000

External
Entity

ISeries ISeries

MS SqlServer2000
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Applications

♦ Institut Pasteur de Montevideo

– Domain: Biological experiments 
(microarray) data

� Integration of scientist DB

� Microarrays experiments

– Use:

� Implementation of “specific”
methods
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Current Projects

– User-defined data 
quality properties 
are composed of:

� Genome data 
quality

� Clinical history 
data quality

� Metadata-based 
quality properties

� Basic data quality 
properties

♦ Microsoft Research Project

– Domain: Genome Wide Association Studies (GWAS)
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Current Projects

♦ CSIC Project:

– Context: Web warehousing applications

– Quality of Service evaluation

– Quality improvement

� Quality-based service discovery and composition

Q
u

a
lity

 m
e
a
s
u

rin
g

WS

WS WS

WS

WS

WS

DW

Qm

Propagation &

improvement

Qpat

QdefDefinition

Analysis

WS



24

STIC-AMSUD meeting – 22/7/2008 InCo – Uruguay

Agenda

♦ Motivations

♦ Research problems
– Quality management during query evaluation 

– Quality management during DIS design

– Quality management reacting to quality changes

♦ Our contributions and challenges
– A framework for quality management

– A mechanism for defining quality measurement methods

♦ Applications

♦ Conclusions

STIC-AMSUD meeting – 22/7/2008 InCo – Uruguay

Conclusions 

♦ A framework for quality evaluation, analysis and improvement
– Analysis of quality factors
– Quality graphs
– Quality behavioral models
– Parametric evaluation algorithms
– Analysis of critical paths
– Improvement actions

♦ A mechanism for defining quality measurement methods
– Extensible library of quality concepts and measurements methods 
– Definition of quality goals and questions
– Instantiation of measurement methods
– Multidimensional support for organizing and browsing quality values

♦ The approach was prototyped 
– Used in several application domains

♦ Tools were used for several quality factors
– Freshness, accuracy, consistency, completeness, uniqueness and 

traceability.
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Future work

♦ Implementing further functionalities

♦ Incorporating quality of services

♦ Further applications are planed:
– Validating the instantiation of previously defined methods

– Enriching libraries

– Collecting quality values from real application datasets

♦ This development constitutes a first step for exploring:
– Interdependencies among quality dimensions

– Quality patterns

– Quality improvement techniques


